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ViPNet TIAS }

ObHapyXxeHue iPNet IDS NS
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Moaynb aHanusa UHumaeHTol B Ounb TP CpencTBa
ViPNet TIAS U NpaBuNa pearupoBaHUA
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KoHuenuuna XDR.
OTKyAa B3AN0CHb
M 3a4eM O3TO HYXHO?
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KpaTkaa uctopua kKoHuenuuun XDR

MpoucxoxpeHue

TepMMUHaA

TepmnH XDR 6bin BBeAEH B 2018 ropy
KomnaHuen Palo Alto.
Cortex XDR

MoAaBneHue

2020

e L

Gartner

Top 9 Security and Risk Trends

for 2020

XDR - 3TO HoBeWwasa TexHOoNorwusA,
npepnaraswowaa cneuumanuctam Wb
YNYYlWEeHHble BO3MOXHOCTU OBHapyxeHus

M NpefoTBpaAWEHUA Yyrpo3 M pearunpoBaHus
Ha WHUWAEHTHI

2022

Ha POCCUINCKOM pbiHKe

Kaspersky Symphony u PT XDR

2 W

2024

O

HacToAuwee
n obyayuee XDR

XDR B [aHHbIA MOMEHT HaxoAuTcCs

B nepsow ¢dase uukna, Ha cTaguu
TEeXHOJIOrMYeCcKoro npopbiBa, W BbIMAeT
Ha «NJaToO NPOU3BOAUTENbLHOCTU» 4Yepes
5-10 net
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Mpo6sembl

o Pa3po3HeHHble He WHTEerpupoBaHHble
peleHns

o OTCYTCTBUE KpPOCC-NpPOAYyKTOBbIX
cueHapueB

o HepocTaTo4yHas aBTOMaTM3auuA
O HU3KUI ypoBeHb MpUOPUTU3aLUM

o lnoxasn BU3yaansauunA
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OcHoBHble 3aaa4n XDR-peuweHuA = pecT

O nojsiyd4eHune OCHOBHbIX U KOHTEKCTHbIX AadHHbIX

|0
100 000 O BblIBNEHME B3auMMOCBA3eMu mexay AaHHbIMU
KOHTEKCTa U3 pa3/In4HbIX UCTOYHYHUKOB

O BMU3yanusauua AaHHbIX B yaobHOM Ans
nosb3oBaTens rpaduyeckom npencTaB/eHUM

O pearupoBaHue Ha OBHapyXeHHble
B3aWMOCBA3Y
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KoHuenuuna Extended Detection roec
and Response(XDR)

3awura ceTu

3awura noyThbl @
XDR - 3To koHuenuua,

awmTa o6nakos u HoyTByku
e reimapos @ e KoTopasa npeacTasnseT

cobon Kpocc-
sauara e )

Enunan cpepga
B3aMMO/1eNCTBUA

NpoAyKTOBble CLieHapuu,
AOMOJIHEHHbIE 3HAYUMbIMU
v $YHKLMOHANbHbIMM

¥ %
foy XI9HRaHON e

= b, BO3MOXHOCTAMMN MO

3awura paHHbIX | ¢

yuTa A £ (01-1) paznuunbie OC pearMpOBaHV”'O Ha
Mo6unbHble UH U,M,D,e HTbI

3aluTa ycTpoucTB @ YCTPOUCTBa
PasnUYHbIX UHAYCTPUIA @

B03MOXHOCTb UHTErpauum co
CTOPOHHUMM pelueHUAMK BY ZXWN
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EDR/EPP IDS/IPS “ SECURE GATEWAY NTA/NAD Pearnpoeanne
NGFW/UTM AM/1DM WAF/TLS GATEWAY

l Céop

NORMALIZATION Ll INCIDENT INVESTIGATION
DATA LAKE OSpatone ADVANCED ANALYTICS A
KORELATION ORCHESTRATION POLICY MANAGEMENT

peweHnn XDR

MpuHATKE pelueHnin

OboraweHre

VULNERABILITY THREAT IT ASSET
MANAGEMENT INTELLIGENT MANAGMENT

Baza 3HaHui
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PelweHUe
ViPNet XDR



PeweHue
ViPNet XI

C3M ViPNet

JR

O

ViPNet Coordinator

ViPNet IDS NS

ViPNet xFW

Cobbitna

Advanced Monitoring

Tl Feeds

NVS Module

ViPNet Prime

@

XDR Module

ViPNet TIAS -

Policy Module

CTtopoHHee obopyaosaHue 1 MO

Log Collector

PO@—

TEXH
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Cbop unHbopmauuKn C HegecT
AOMNOJIHUTEJIbHbIX UCTOYHUKOB

MpoaykTbl ViPNet CTtopoHHee obopyaoBaHue n MO

7

Log Collector
o CEF 2.0
o syslog o C6op
o NetFlow o Hopmanusauus
o event log o XpaHeHue
o SNMP

13



TpeboBaHNA perynatopos

K UCTOYHUKAM cbopa AaHHbIX

o O O O
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onepaunoHHble CUCTEMbI

ceTeBble MPUIOXEHUA U CEPBUCHI
NpuUKNagHble CepBUCH

cpeacTBa ObGHApyxeHuAa u
npefoTBpalWeHna BTOPXEHUN
MeXceTeBble 3KpaHbl

cpeAcTBa npeAoTBpalleHus
yTeyek JAaHHbIX

AHTUBUPYCHOE NpOrpamMMHOEe
obecnevyeHune
TeneKoMMyHUKaLUOHHOe
obopynoBaHue, B TOM 4ucne
aKTMBHOe ceTeBoe o0bopyaoBaHue,
MapuwpyTu3aTopbl, KOMMYTaTOpb
cpeacTBa KOHTponAa (aHanusa)
3aWMIWEHHOCTH
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cpeacTBa ynpasaeHua
TEeNeKOMMYHUKaLMOHHbBIM
obopynoBaHMEM U CeTAMU CBA3MU
CUCTEMbl MOHUTOPUHIA COCTOAHMUA
TeNeKOMMYHUKaLUMUOHHOT O
obopynoBaHua

CUCTEMbl MOHUTOPUHIa KayecTBa
obcnyxmnBaHua

KOHTpoNnepbl AOMEHa

cpenctBa (CUCTEMbl) KOHTpoNnA U
yrnpaBneHusa AOCTYMNOM

WHble CpeAcCTB U CUCTEM 3awuThl
MHOOPMALMN U CUCTEM MOHUTOpPUHra,
aKCnAyaTUpyemble BRagenbuem
MHGOPMALMOHHOW WUHPPACTPYKTYPpSI
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O6oraueHne 3HaHMAMM 06 aKTUBaX el Fra)

Advanced
Monitoring

ViPNet Prime
NVS Module

3HaHuA 06

3HaHuA 06
aKkTuBax

yA3BUMOCTAX

ViPNet TIAS
Yuer IT-aktnsos  MOHUTOPUHT

YCTPOMCTB
o Tuvn akTuBa
o bu3Hec-UeHHOCTb aKTuUBA
o lpuUHapNexHoCTb CerMeHTy ceTHu
o YcTaHoBneHHoe 10 U naTt4yu
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PearnposaHue

N3onaumnAa
CKOMMpOMeTUpOBaH
HOro ys3na

lMpaBuna
610KUPOBKMK MO
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PaccnepgoBaHue

BoiaABNneHne Bcex
3aeMCTBOBAHHbIX
aKTVBOB

Cnocob
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ApTedakTbl B3/I0OMa

OueHKa ywepba

OUHaAHCOBLIA YyWwepb

PenyTauMOHHble
pucku

BnnaHue Ha
BHEWHUX
KOHTpareHToB

Mepepaua cBepeHul

HKLKW
OUHLEPT

PockomHaasop
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YcTpaHeHue
nocneacTeumn

BoccTaHoBneHune
CUCTEM.bl

YcTpaHeHue
apTedakToB
3apaxeHus

BoccTaHoBneHune
AaHHbIX
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MosblWweHne ypoBHA
3aLMLLEHHOCTH

YcTpaHeHue
yA3BUMOCTEMN

N3MeHeHue
MNOANTUK

HoBble npaBuna
PernameHTsl

06by4eHune
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PearnposaHue - vect
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ViPNet TIAS

3HaHMA O 3aAaHHbIX MOAUTUKAX ViPNet Coordinator HW

M3MEHEeHHbIe MOMUTUKM
KapTouyka MHLUMAEHTa _ ViPNet

Poli
E{?E{? N3meHeHMA B MNOAUTUKAX Ha @ olicy

OCHOBEe peKkoMeHAauuu Manager

— ViPNet Endpoint Protection

bnokunpoBaHue y3na

®

ViPNet xFirewall

©0

ViPNet SafePoint

17



TeX H infotecs

MeToAabl aHa/IU3a roect

Bupbl aHanusa:
o PeTpocneKTUBHbLIM aHaNU3
O BblAiBNeHWEe NOTEeHUMaNbHbIX Yyrpo3

@) npOFHOBHbIe mMmoAesin pa3BUTUA
MHUNAEeHTa

NHCTPYMEHTbI:
o [NpaBwuna

o ML-mopenu
o OLAP-Ky6bl
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NloaBengem wuTtor, TroecT
Ha 4eM cTpoutCcA peweHue XDR

UCTOYHUKMHU JlonoNHUTeNbHbIN CpeancTBa KayecTBeHHad CpencTtBa
cobbiTUMN KOHTEeKCT BU3yanunsauum AHAJIMTUTUKA pearuvpoBaHus
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CBeTsiaHa CTapoBOUT
PykoBoguTenb NpoAyKTOBOrO HamnpaBJ/ieHuA

MoAanucbiBanTeCcb Ha HalW COLCEeTH
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