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Y BCex CBOM MeTOAUKWU HepecT

1 Throughput measured with 1500B User
AN Datagram Protocol (UDP) traffic

measured under ideal test conditions.

Cisco

Cisco Firepower 4100 Series Data Sheet - Cisco

* Firewall throughput is measured with
App-ID and logging enabled, utilizing

64 KB HTTP/appmix transactions.

Palo Alto

downloadResource (paloaltonetworks.com)

qug RFC 3511, 2544, 2647, 1242 (Lab),
Firewall 1518B UDP (Gbps)

Check Point

Check Point 26000 Security Gateway Datasheet 4



https://www.checkpoint.com/downloads/products/26000-security-gateway-datasheet.pdf
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/pa-5400-series
https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-742474.html
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YTo Takoe «uAaeasibHble YCI0BUA» e

MponsBoanTeNbHOCTb TeM Bbille, 4YeM Jsierye 3aAada

Q- o
UDP npowe, 4em TCP: HyXHO f{ﬁk MakcuMmanbHOe KOAN4YecTBO COeAUHEHWUN:

OTC/IEXMBATb MeHblle COCTOAHUM o <
O OTKpHTb MHOIro coeauHeHuu

y y . o MNepepaBaTb Maso WianM COBCEM
Cambli 60OJIbWOIN BO3MOXHbIA pa3mep He nepefaBaTb OAHHbIX
naketa (06bl4HO Jumbo frames): .

. © He 3akpbiBauTe coeAnHeHusA
O MeHblle coeaMHeHun AnA

nepefayn Toro xe obbema MaKCUMasbHOEe KONMYEeCTBO HOBbIX

AaHHbIX COeJMHEeHUN B CeKyHAay:
O MeHblle 3aroJioBKOB MNakeToB o Mcnonb3y|‘/'|-|-e MHOIFO OYeHb
ana paséopa MaNneHbKUX CoeauHEHMI

o lepepaBaTb Mano UM coBceM
He nepefaBaTb [AaHHbIX

O 3akpbiBanTe coeguHeHuA
KaK MOXHO 6bicTpee 5



TEXH@)jffaiecs

loyeMy HUKTO He TecTupyet Hroect
BCe BapWaHTbI

<Ti5 Ecnn B npopykTe 26 QYyHKUMA, TO OLEHKA

R B/IMAHUA KaxAoOW Ha NPOU3BOAUTENIbHOCTb
NnpMBOAUT K 67 M/JIH. YHWUKaNbHbIX TeCTOB.
(c) Cisco
Cnmwukom gonro u goporo -
3a 3T0 byayT HyXHO 6biTb 3KCNEpTOM, 4YTO6bl MOHUMATb
NA1aTUTb MNOKynaTeun W pe3ynbTaTbl BCeX 3TUX TeCTOB.

G%é MokynaTen HYXHO U3YyYUTb BCe pe3ynbTaThl

M cobpaTb M3 HUX KOMOMHALUKW CBOMX,
4TOObl MOTOM €e MpPOTeCcTUpPOBATb M MOHATb
yTO bypeT y nokynaTtens.
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[louemy BaxeH
npoounb Tpaduka?



UDP cambii npoCcTOMU
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Figure 8 — Raw Packet Processing Performance (UDP Traffic)
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Palo Alto Networks
PA-5220 PAN-0S
8.1.6-h2



UDP

CaMbih NPOCTOU TecCT
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Figure 8 — Raw Packet Processing Performance (UDP Traffic)
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Pa3Hble NpUNOXeHUAa -
pa3HaA CKOpOCTb

www.nsslabs.com.
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ese tests measured the performance of the device with single application flows. For details about single
application flow testing, see the NSS Labs Next Generation Firewall Test Methodology v9.0, available at
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Palo Alto Networks
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Pa3Hble NpUNOXeHUAa -

pa3HafA CKOpOCTb
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Technologies 6500
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Npoounb Tpaduka BAuAeT
Ha MpOU3BOAUTE/NIbHOCTb ApaMaTU4YeCKMU

Changing the traffic profile from HTTP to an Enterprise Mix and running it through

the IPS engine: HTTP Enterprise
Mix
IPS Throughput ' (HTTP / Enterprise Mix) 82 / 32 Gbps

IPS (Enterprise Mix)] Application Control, NGFW and Threat Protection are measured with|Logging enabled.

- HTTP 44%, Bittorrent 22%, IMAP v4 16%,
FTP 9%, SMTP 9%

This is Cisco’s generic Multiprotocol test and is
very similar to all the Internet multiprotocol

standards.
12



flaxe HTTP y Bcex pa3sHbi TeXHOFEeT

HTTP - xopowwuii 6a30Bbii ypoBeHb ANnA TecToB «real world»

1024B HTTP Test (256KB Object)

l! his number is to compare with other vendors at a 256KB object size.llt uses a larger and commonly tested packet
size for every simulated session. Wi e protocol overhead, the average frame size is around 1024 bytes. This
represents typical production conditions for most firewall deployments.

Cisco

Palo Alto Note: Results were measured on PAN-0S 1L.0.
Networks * Firewall throughput is measured with App-1D and logging enabled, utilizing§64 KB HTTP fappmix transactions.

Enterprise Test Preferred Testing Conditions
Typical blend of HTTP, SMTP, HTTPS, DNS, FTP

and other protocols derived from research
conducted over hundreds of customer environments

Protocols

Check Point

HTTP only

Content Types Realistic blend Page loads only

13
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CpaBHUTEeNbHbIE
TecTupoBaHue
no metoauke UHPoTeKC



Kak Mbl TecTuUpyem

% MeToaukun UHPoTeKC
M OCHOBaHbl Ha MYy6JIMYHbIX

RFC-2544, RFC 9411
(Benchmarking Methodology

for Network
Security Device
Performance)

@@ MeTogukm NSS Labs -
NextGeneration Firewall
(NGFW)
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Yem Mbl TecTUpyeMm - oect

REYSKGHY

t:f° Cuctema TecCcTUpoBaHUA 5;2‘ PeweHne PerfectStorm ONE komnaHuwu

‘—Cl Npou3BOAUTENBbHOCTMU, === Ixia npepcTaBnseT cobok KOMMAKTHbIN
PyHKUMOHANA N COBMECTUMOCTHU nporpaMMHo-annapaTHbii kKomnaekc (MAK),
ceTen MU ceTeBblX MPUIOXEHUN. npeAHa3HA4YeHHbIM ANA TeCTUPOBAHUA
KoMnakTHoe 2-c/oToBO€e lWaccu CUCTEM ceTeBOM 6e30MacHOCTU U ApYTrUX
Ixia XM2. ceTeBblX CpeACTB peannuCTUHHbIM Tpadukom

aTakK, MPUIOXEHUW U CEepBUCOB Ha
ypoBHAX 4-7 mogenun OSI.

16
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TecTbl MO METOAMKAM M peaibHOCTb e

CamMmafa XecTkKaf MeToAuKa

no RFC 9411 PeanbHbiM 3aKa34uK

AN

562 5 —|| Kon-Bo npaeun B 2022 ropy
@y Kon-Bo npasun makcumynm ‘&=“ 6b10 OKOMO 5 THIC. ,

a B 2023 roay cTano

10 461

.
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NMpoounb Tpaduka

Mo metoamke NSS Labs

FI Amazon S3 7,73

- AOL Instant Messenger 1,16
ER BitTorrent 10,82
_ Facebook 5,8
[ Na 5
_ Gmail 9,66
- Gtalk 4,64
ER H1TP 18,69
R simulated HTTPS 9,66
ECR swtp 1,93
FER ssH 0,29
- Oracle DB 0,28
FER Twitter 3,09
- Yahoo Mail 9,66
FEE YouTube 11,59

PeanbHblin 3aKa34uK

_ _

F citrix

Dropbox Sync-Get
HTTP Text_1

HTTPS Dropbox
MAX Bandwidth HTTP_

SMB Client File Download

[ e N
(CHES .
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e, 3
7,2
5,8
8,7
19
4,4
0,4
43,9
4,5

18
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XypHanupoBaHue Hegecr

CamaAa XecTKaA MeToAuKa -
PeanbHbin 3aKa34uK

no RFC 9411

O‘F Logging and reporting |i:5‘ JIONXHO 6bITb BKIKYEHO
MUST be enabled Mf’ XYpHanMpoBaHue BCero

19
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TecTnpoBaHue
B MAeaJibHbIX YCJZIOBUAX



TeX H infotecs

JlaHHbIe C CcauTa =voect

M MpousBoauteno A MpousBoguTenb b

Firewall, 1518 byte UDP

(Mbps) 0o 45 000 flo 30 000
Firewall Throughput (Packets 4 000 000 L

Per Second)

Firewall, TCP Multistream 30 000 40 000

(Mbps)
21



JlaHHbIe C CcauTa
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M NMponssoantenb A Mponssoantenb b

AppControl (Firewall+DPI)
(Mbps)

NGFW Througput (Mbps)
Connections per Second

Concurrent Connections

7 800

1 531

85 000

9 900 000

32 000

3 900

127 000

16 000 000

22
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Kazanocb 6bl, nobegutenb Hrgecr

M3BeCtTeéH A0 CTapTd
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TecTt «ApeanbHble ycnoBuaA» wroect

NMpounssoautenb A NMpounssoautenb b

M3, 1518 6auTt UDP 45 T6uT/cek 38,2 Io6ut/cek
M3 (nakeToB/cek) 4 MNH 4,4 MNH
CoeAnHeHnM 85 000 259 000

B CeKyHAy

M3, TCP 30 Ieut/cek 34,5 ouTt/cek

24



TEXH@ iatecs
2024 QweCT

TecTupoBaHue
no metoamke NSS LABS
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Tpaduk NSS Labs EMIX wegecT

Kon-Bo npaBun

Mpoussoauteno A Mponssoguteno b

1 npasuno 7,2 Téut/cek 3,3 Iout/cek

101 npaswuno 6,6 F6MUT/Cek 3,1 roeut/cek

1001 npaBuno 5,5 remt/cek TecT He nponaeH

26
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TecTnpoBaHue
No MeToAMKe 3aKa34uKa
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YcnoBuAa 3aKa34duka HopecT

Kon-Bo npaBun NMpoussoauTenb A NMpoussoautenb b

1 npasuno 700 MouT/cek 600 MouT/cek

1001 npasuno 600 MbuT/cek 500 Mb6uT/cek

11001 npasuno 200 MbuTt/cek TecT He npounpeH

28
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NNobegutena onpepenset GpUHULL
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[lonBegemMm UTOI U
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[laHHble Ha cauTax BepHble! Hogecr

Ho nony4eHbl MO pa3HbIM MeTOoAUKAM

PesynbTaThl NonydYeHol Ha ocHoBaHMKW MeToauKK AQ «MHpoTeKCx. PeayﬂbTaTm nonyyeHbl ong penuaa 5.6.0.»

CkopocTk Nepegadyn gaHHbIX HSMEPEH{I‘IG cobcTREHHOW MeToOUKE

KOTOp&ana MoXeT ObITe NPefoCcCTaRNEHA NO 3anNpocy.

Tpe6yﬁTe npenoCctaBuUTb MeTOAUKHU MBMEPEHMVI... eC/iIn eCTb rotoBHoCTb B

HUX pas3bupaTtbca, nmbo..

31



BANANA VS APPLE

100 GRAMS

® PROTEIN : 1.2GM
e CARBS :27.2GM
e FAT: 0.3GM

e CALORIE: 116

100 GRAMS

® PROTEIN: 0.2GM
e FIBER: 3.2GM
e WATER : 86%

e CALORIE: 59

TEXH@ jiwatecs
2024Q® eCT

CpaBHUBATb
HY)XHO

B paBHbIX

Yy CJI0BUAX

32



KaKk cpaBHUTb Npon3BOANTEJIbHOCTb

EoMHaa Mmetoguka

MaKCUManbHO WAEHTUYHbIE
HaCTPOWKN BCEeX WUCMbITYEeMbIX

of g

&\g}o; EAMHbIA npodunb Tpaduka

{o% EOMHBIA UHCTPYMEHT
&&E HAarpy304HOro TecTUpOBaHMA

L L A i A )

infotecs

e>§°2|_J‘Q<I)eCT
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Anekcen [laHunoB

PyKOBO,EI,VITe.Hb MpOoAYKTOBOIo HamnpaBJ1€HUA

MoAanucbiBanTeCcb Ha HalW COLCEeTH
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