
Ƞɚɤɒɝɚɛ ȟɗɝɚɩɜɠ
Ȯɥɜɠɔɠɖɚɤɗɝɮ ɡɢɠɖɥɜɤɠɔɠɕɠ ɟɒɡɢɒɔɝɗɟɚɱ

ViPNet 
Coordinator HW 5
ȫɠɔɠɗ ɡɠɜɠɝɗɟɚɗ ɪɝɰəɠɔ 
ɓɗəɠɡɒɣɟɠɣɤɚ
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ȶɝɰəɭ ɓɗəɠɡɒɣɟɠɣɤɚ ViPNet

VPN + FW AppControl (DPI )IDS / IPS

Coordinator 
Software

Coordinator HW 4 IDS NS xFirewall 4

xFirewall 5

Coordinator HW 5
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ViPNet Coordinator HW 5

Firewall

ȪȻɣ 
ɜɠɟɤɢɠɝɗɞ 
ɣɠɣɤɠɱɟɚɱ 
ɣɗɣɣɚɛ
(SPI)

Ȩɠɟɤɢɠɝɮ 
ɡɢɚɝɠɘɗɟɚɛ 

( DPI)

ȭɢɠɜɣɚ-
ɣɗɢɔɗɢ

Ȧɖɗɟɤɚɦɚɜɒɨɚɱ 
ɡɠɝɮəɠɔɒɤɗɝɗɛ 

( AD/LDAP)

VPN

L3 VPN

L2OverIP
VPN

Remote 
Access VPN

ȫɠɔɭɗ ɒɝɕɠɢɚɤɞɭ
ȡȬȯȰ ʨʩƚʦʧ- 2018
ȡȬȯȰ 34.13 - 2018

IPS

IPS/IDS

Failover

HA Cluster
(active/pas

sive)

Ȟɟɤɚɔɚɢɥɣ

ȭɢɠɤɠɜɠɝ 
ICAP

ȭɢɠɩɗɗ

Ȯɠɝɗɔɒɱ ɞɠɖɗɝɮ 
ɖɠɣɤɥɡɒ

ȴɗɟɤɢɒɝɚəɠɔɒɟɟɠɗ 
ɢɗəɗɢɔɟɠɗ 
ɜɠɡɚɢɠɔɒɟɚɗ

Captive Portal

ȩɚɨɗɟəɚɢɠɔɒɟɚɗ 
ɠɤɖɗɝɮɟɭɧ 
ɣɗɢɔɚɣɠɔ



ȯɗɢɤɚɦɚɜɒɨɚɱ



5

Ȳȯȟ Ȯɠɣɣɚɚ

o ȯȨȥȦ ɜɝɒɣɣɒ Ȩȯʦ-Ȩȯʨ

o Ȫɗɘɣɗɤɗɔɠɛ ɯɜɢɒɟ ʩ ɜɝɒɣɣɒ

o ȯȬȞ ɜɝɒɣɣɒ Ƞȭ

ȲȯȰȻȨ Ȯɠɣɣɚɚ

o Ȫɗɘɣɗɤɗɔɠɛ ɯɜɢɒɟ ɤɚɡ ƯȞư ɚ ɤɚɡ Ưȟư ʩ ɜɝɒɣɣɒ

o ȯȬȠ ɥɢɠɔɟɱ ɣɗɤɚ ʩ ɜɝɒɣɣɒ 

o 4-ɛ ɥɢɠɔɗɟɮ ɖɠɔɗɢɚɱ ɣɢɗɖɣɤɔ əɒɫɚɤɭ ɚɟɦɠɢɞɒɨɚɚ

Ȱɢɗɓɠɔɒɟɚɱ ɡɠ ɣɗɢɤɚɦɚɜɒɨɚɚ



Ȫɗɘɣɗɤɗɔɠɗ 
ɯɜɢɒɟɚɢɠɔɒɟɚɗ
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o Ƞɟɗɖɢɗɟɚɗ ɤɗɧɟɠɝɠɕɚɚ DPI ƽɜɠɟɤɢɠɝɮ ɡɢɚɝɠɘɗɟɚɛƾ

o Ȧɖɗɟɤɚɦɚɜɒɨɚɱ ɡɠɝɮəɠɔɒɤɗɝɗɛ ɣ ɚɣɡɠɝɮəɠɔɒɟɚɗɞƙ

ÅMicrosoft Active Directory

ÅCaptive Portal c LDAP ɜɒɤɒɝɠɕɠɞ

o ȭɠɔɭɪɗɟɚɗ ɡɢɠɚəɔɠɖɚɤɗɝɮɟɠɣɤɚ ȪȻ

o Ȧɖɗɟɤɚɦɚɜɒɨɚɱ ɡɢɒɔɚɝ ȪȻ

Ȫɗɘɣɗɤɗɔɠɗ ɯɜɢɒɟɚɢɠɔɒɟɚɗ



ȭɢɗɖɠɤɔɢɒɫɗɟɚɗ 
ɔɤɠɢɘɗɟɚɛ (IDS/IPS)



9

ȭɢɗɖɠɤɔɢɒɫɗɟɚɗ ɔɤɠɢɘɗɟɚɛ 



Ȩɢɚɡɤɠɕɢɒɦɚɱ(VPN)
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o ƯȨɥəɟɗɩɚɜư ɚ ƯȪɒɕɞɒư ƽȡȬȯȰ34.12 -ʧʣʦʭƗ ȡȬȯȰ34.13 - 2018)

o ȡȬȯȰ 28147-ʭʮ ɖɝɱ ɠɓɢɒɤɟɠɛ ɣɠɔɞɗɣɤɚɞɠɣɤɚ

o I Plir 6 Ƶɡɢɠɤɠɜɠɝ ɓɗəɠɡɒɣɟɠɣɤɚ ɣɗɤɗɔɠɕɠ ɥɢɠɔɟɱ

Ȩɢɚɡɤɠɕɢɒɦɚɱ(VPN)

ȰȨʧʫ Ȯ1323565.1.034 - ʧʣʧʣ ƯȦɟɦɠɢɞɒɨɚɠɟɟɒɱ ɤɗɧɟɠɝɠɕɚɱƚ 
Ȩɢɚɡɤɠɕɢɒɦɚɩɗɣɜɒɱ əɒɫɚɤɒ ɚɟɦɠɢɞɒɨɚɚƚ ȭɢɠɤɠɜɠɝ ɓɗəɠɡɒɣɟɠɣɤɚ 
ɣɗɤɗɔɠɕɠ ɥɢɠɔɟɱư
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Ȭɓɢɒɤɟɒɱ ɣɠɔɞɗɣɤɚɞɠɣɤɮ

ViPNet
Coordinator HW5

ViPNet Client

ViPNet 
Coordinator HW5

ViPNet 
Coordinator HW4

IPlir 6

IPlir 4

ȡȬȯȰ ʧʭʦʩʬ- 89 

ƯȨɥəɟɗɩɚɜư ɚɝɚ ƯȪɒɕɞɒư 


