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OCHOBHbleé MPUYUHDI TeXHO S aer

PaboTa c 061a4HbIMK Bolpocwas mMob6unbHOCTb Mepexon Ha MonbiTka cobncTy
cepBucammu COTPYAHMKOB yAaneHHyw paboTy 6anaHc 6e3onacHOCTb/
ynobcTBO



Knéepataku Bbllwau TEXHOFeeer

Ha rocyaapCTBeHHbIN YpOBEHb

Sec. 3. Modernizing Federal Government Cybersecurity.

(a) To keep pace with today’s dynamic and increasingly sophisticated cyber
threat environment, the Federal Government must take decisive steps to
modernize its approach to cybersecurity, including by inereasing the Federal
Government’s visibility into threats, while protecting privacy and civil
liberties. The Federal Government must adopt security best practices;
advance toward Zero Trust Architecture; accelerate movement to secure
cloud services, including Software as a Service (SaaS), Infrastructure as a
Service (IaaS), and Platform as a Service (PaaS); centralize and streamline
access to cybersecurity data to drive analytics for identifying and managing
cybersecurity risks; and invest in both technology and personnel to match

these modernization goals.

Executive Order on Improving the Nation’s Cybersecurity
MAY 12, 2021«PRESIDENTIAL ACTIONS
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«CTapbin HOBbLIN

ZERO TRUST  ron

N Zero Trust (ZT) wnm «HyneBoe
aosepue» —

Habop MOCTOSAHHO pa3BMBAKWMXCA
KOHUenuun n unaen, HanpaB/i€HHbIX
Ha NPUHATUE TOYHLIX peWeHui

O JocTyne cybbekTa K 06bekTy C
MUHUMANbHBIMU NPUBUNETrUAMN ONSA
Kaxgoro 3anpoca pocTyna.




KpaTKaa uUCTOpuA KOHUenuuu TeXHoeer

Zero Trust

Zero Trust ZT CARTA m ZTX
AHanUTUKOM KOMMaHUU 2 e I 4 dkcnepT Forrester Yens Z e Z I
Forrester [xoHom KaHHUHI3M pacumpaeT KoHUenuui

ZT, Ha3BaB ee Zero Trust
eXtended.

Cneunanuctbl Gartner
OUHaNU3UPYT CBOW KOHLEMUMWK

KnHoepBarom npepsioxeHa
KoHuenuuAa Zero Trust.

CARTA. \
MoABseHune HOBbLIX MOAXO040B reHepanM3auMg
Google nybnvkyeT onucaHue
uX noaxoma K Zero Trust, WT-uHaycTpua npusHaet
Ha3BaB ero BeyondCorp. TepMuH Zero Trust
B Gartner HasbiBawT CBOW Moaenb Architecture kak obuee
Continuous Adaptive Risk and 2 e 1 7 Ha3sBaHue.
Trust Assessment (CARTA).
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«HyJ1eBOro posepua»?

Zero Trust

Users
Six Pillars Devices
a Zero Trust Network
Security Model Applications

Automation

Analytics
DATA 1
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TexXHONOrMm, C NOMOIWbH KOTOPbIX % S eCT
CTpouTCcAa apxuteKtypa Zero Trust

nAa peanusaumMm apxXuTeKTypbl C Hy/JeBbiM JoBepueMm TpebyeTcs
HEeCKOJIbKO TeXHOJIOrUiA:

©)

©)

©)

Identity and Access Management (IAM)
Multi-Factor Authentication (MFA)
Endpoint Protection

Zero Trust Network Access (ZTNA)
Microsegmentation

Visibility and Analytics

13
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MpoaykTbl UHPOTeKC, TEXH@ e

COOTBETCTBYyHIMEe TexXHOoNIoruam
ApxutekTypbl Zero Trust

ViPNet ViPNet ViPNet ViPNet ViPNet ViPNet
Client Coordinator | xFirewall SafePoint EPP TDR
Identity and Access

Management (IAM)

MHOropakToOpHas
ayTeHTuoukaumsa (MFA)

3awynta EndPoint
(MukponepumeTpbl)

MuKkpocermeHTauumA

Zero Trust Network Access
(ZTNA)

NN N N
N X

NNNNN
NN N N

MOHMTOPUHI U aHaNMTHUKa |ZI
15



ViPNet Zero Trust TeXtopecr
KaK KOHCTpPYKTOp

. . ViPNet ViPNet
ViPNet ViPNet VPN xFirewall

VPN TDR ViPNet Client

ViPNet Coordinator
ViPNet Client ViPNet IDS NS, HS, MC 7\

ViPNet Coordinator ViPNet TIAS

ViPNet
SafePoint

16
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Zero Trust

I

WnppynTe Pasb6eiiTe 5 -
JlaHHble ceTb Ha
CermeHTbl

MpuaepxuBanTech
NpUHLUMMNA HaUMMEHbWKNX
npuBuneruim

Co3paBaitte \\\\~‘- Pa3BepHuTe

Nonb3yinTechb

MHOropaKTOpHOM 6e3onacHsle cpeacTBa

ayTeHTuduKaumen MUKponepumeTpbl MOHMTOpPUHIa
M aHanusa

17
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Zero Trust
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MakKCMManbHO YCJIOKHAET KpaxXy HAaHHbIX

YMeHblleHne NoBepXHOCTU aTaku

Momowb B YNpaBAEHUN PUCKAMM

YCcTpaHeHMe HexBaTKW CheunanucTtoB No obecnevyeHuto
6e30nacHoOCTH

MoTeps aKTyaJbHOCTU OMNMOPTYHUCTUYECKUX aTak

18
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ZTA = e Fre)
VPN+xFirewall +SafePoint+TDR




ZTNA = XHepecT
VPN+xFirewall+SafePoint+TDR

O 3awMuueHHoe noAak/wvYeHue K KOpnopaTUBHOW CeTH
o MFA — ayTeHTuduMKauua nepen nopKAHEHUEM

O 3awuweHHaa CBA3b Mexay KOprnopaTMBHOW CeTbi
ViPNet U «NONIb30OBaTeNAMM AOMalHero opuca»

o CermeHTaumAa ceTu

© HecaHKUMOHMpPOBAHHbLIM AOCTYN M nNpenoTBpalleHMe aTak

Coordina
tor

21



ZTNA = XHepecT
VPN+xFirewall+SafePoint+TDR

o YnpaBneHue uaeHTUPUKALMENR M AOCTYnoM (BKWHAET MHTErpauuio

ViPNet c Active Directory)

SafePoint o MFA — ayTeHTudMKauua ANA BCex Nofib3oBaTeneil

o besonacHble NOAUTUKKM ANA BCexX Mofb3oBaTenei Wau rpynnbl
nonb3osaTtenein (Kakue npouecchl, CAyXbbl, Nporpammbl 1 daiinbl
MOryT 6biTb 3anylleHsl Nonb30oBaTesneM)

ViPNet o CermeHTauma ceTwu

o KomnnekcHaa 3awuTa OT CeTeBblX Yrpo3 Ha BCeX YPOBHAX

o be3onacHoe Mcnonb30BaHWE MepCoHalibHbIX YCTPOMCTB B paboymnx
uenAax c cobnwaeHMem NoAMTUK HesonacHocTu — BYOD (Bring
Your Ownn Device)

XFirewall

22



ZTNA = XHepecT
VPN+xFirewall+SafePoint+TDR

O BbliBleHWe yrpo3 B peasbHOM BpeMeHMU
C pekoMeHAauuei Mo MX OMNepaTUBHOMY YCTpPaHEHUI

ViPNet

TDR O HenpepbiBHbIM NpoLECC MOHUTOPUHIA Yrpos3
MHPOPMALIMOHHOM 6e30NacHOCTU U OBHapyXeHuA
KOMMbHTEPHbIX aTak

23



be3onacHein Aoctyn B Internet TeXHOfeeT

¢ Zero Trust = ViPNet VPN + xFirewall

3oHa ouNCTKKM TpaduKa:
* AHanu3vpyeT BXOAAWMIA/NCXOAALLMIA TpadUK Ha HanMuKne ceTeBbix atak

« PernamenTtupyert goctyn k pecypcam WMHtepHer

3ab10KMpPOBaAHHbLIN
OTKPbITbIA Tpaduk

« PasrpaHnunsaet aoctyn
K pecypcam no AoruHam
nosb3oBaTteneu

. Pa3|’paHW—IHBBET A0CTyn K
MNoakntouenne _ pecypcam no NpuaoKeHUaM
ViPNet Client  k untepHery Unteprer ViPNet ViPNet

Coordinator xFirewall

OTKpbITbIA Tpaduk

3awmieHHbIi Tpaduk

Kopnopatusxan nidopmaumoHHan cuctema 24



be3onacHbin gocTtyn B Internet TeXHOfeeT

¢ Zero Trust = ViPNet VPN + xFirewall

ViPNet O 3awuueHHoe MoAKIWYEHME K KOpPNOpaTUBHOW CeTwu
Client o MFA — ayTeHTuduMKauua nepen nopKANHEHUEM

ViPNet O 3aWMweHHoe coeguHeHne Mexay KOprnopaTUBHOW CeTbl U
«MoNb30BaTeNAMM AOMAWHEro opuca»

o CermeHTauua ceTu

O HecaHKUMOHUpPOBAHHLIM AOCTYN W NpefoTBpalleHne aTak

25



be3sonacHbin gocTtyn B Internet TeXHOSeeT

¢ Zero Trust = ViPNet VPN + xFirewall

o CermeHTauua cetu

ViPNet

! o KomnnekcHaAa 3awuMTa OT CeTeBblX Yyrpo3 Ha BCEeX YPOBHAX
XFirewall

o be3onacHoe Mcnonb30BaHWe MEepCOHa/bHbIX YCTPOWUCTB
B paboynx uenax c NOAHbIM CcobnwaeHnem nonnTUK
6e3onacHocTn kKomnaHum — BYOD (Bring Your Own Device)

26



Co3aaHue MuKponepumeTpa TEXH@

¢ nomoubiw ViPNet EPP

ViPNet EPP Server  ba3a AaHHbIX MouTa

| CexeHne 3a aHTBUpyCOM: |
__ __ __ __ | @ Antveunpyc pabotaet L E ﬁ
| :® AHTUBUPYC BbIKN\OTCYTCTBYET I
|
Monb3o Ban:m b R mo===E==

ViPNet Coordinator

®
ViPNet Client 4U
ViPNet EPP

Bupeocepsep TenedoH

LUndposaHHbIN TpadumK HewndposaHHbI Tpadumk -+ — > 27



Co3paHue MuMKpornepumeTpa TEXHOgee

¢ nomoubiw ViPNet EPP

ViPNet O 3awuweHHoe MNoAKJInYeHne K KOpnopaTUBHOW CeTu
Client o MFA — ayTeHTudukauua nepen noAKIHYEHUEM

o be3onacHaAa cBA3b MexAy KOpMOpaTUBHOW CETbH
M «NOSb30BaTENAMM AOMalWHero oduca»
o CermeHTauunAa ceTtwu
O HecaHKUMOHMPOBAHHLIN AOCTYN M nNpefoTBpaleHne aTak

O BbiABNeHWe yrpos B peasibHOM BpeMeHu C peKoMmeHpauuewu
ViPNet no ux onepaTUBHOMY YCTpPaHEHUI
EPP o  OunbTpauua Tpaduka
KoHTposb 3a cocToAHMEeM yCTpoOnCTBa
0 KOHTponb 3a aHTUBUPYCOM

O

28



TEXH@ ) intotecs
NlogBegem UTOr, Ha 4YeM CTPOUTCA “TQeCT

ViPNet Zero Trust Architecture

o

R
o) | g

3amwmeHHoe MMKponepwmeTp MMKpOCEFMEHTauMH MOHMTOPMHF ApxutekTpa
coeguHeHuUe U aHaINUTUKa Zero Trust
MocTpoeHne wuppoBaHHOr O KoHTponb pgocTtyna CermeHTauua ceTu pnA rotosa!
TYHHena mexay y3namu nonb3oBaTenei K nporpammam, obecneyeHna MnoaMTUK
3alueHHol ceTu daiinam n poKyMmeHTam, HyneBoro fgosepusa. 3auuTa oT BHEWHUX yrpos,
ycTpoiticTBam. Bcé MO u cnyx6bl Pa3rpaHuyeHue goctyna Ha obHapyxeue u pearwposanue
ViPNet Client, ViPNet 3almiieHsl 0T U3MEeHeHU. npuKAaAHOM YpoBHe, Ha HensBecTHbie yrposbl
Coordinator HW/VA KoMmnnekcHaa 3awuTa KOHEeYHbIX 6e3onacHoe noakawyYeHne BYOD -
To4Yek OT aTak M obHapyxeHue YCTPOWCTB M KOMMJIEKCHaA ylPNet EPP,
M pearupoBaHue Ha BpeAOHOCHble 3aWmMTa OT CceTeBblX Yrpos. leﬂet IDS Ns,
peicteua. OTcnexuBaHue paboTbl ViPNet TIAS
aHTuBMpYyCa ViPNet Client,

ViPNet Coordinator HW/VA,
ViPNet EPP, ViPNet SafePoint ViPNet xFirewall 29
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